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Executive Summary 

eCurrency (ECR) is a fixed-supply, post-quantum-ready, high-throughput Proof-of-Stake blockchain 
engineered for long-term sustainability, deterministic settlement, and decentralized validator 
participation. 

The protocol combines UTXO-native consensus, liquidity-preserving staking, deterministic reward 
smoothing, and client-side smart contract architecture to deliver programmable asset functionality 
without global virtual machine execution. 

Key differentiators 

●​ Fixed maximum supply (333,333,333 ECR) 
●​ Zero structural inflation 
●​ 10-second block intervals 
●​ High-capacity blocks (8 MB, up to 65,535 transactions) 
●​ UTXO-native staking without capital lockups 
●​ Deterministic reward smoothing (RewardFund/500) 
●​ TXO-native asset issuance without gas or global VM execution 
●​ Client-Side Smart Contracts (CSSC) enabling programmable logic without 

network-wide execution 
●​ Native NIST-standardized CRYSTALS-Dilithium post-quantum cryptography 
●​ Cryptographic agility via soft-fork extensibility 

Validator participation 

No lockups, no slashing, full liquidity, proportional reward scaling, and accessible node deployment. 

Execution model 

Rather than executing arbitrary smart contract code network-wide, eCurrency validates 
deterministic state transitions. Client-side smart contracts move computational complexity off-chain 
while preserving on-chain cryptographic enforcement, reducing attack surface, state growth, and 
gas-driven congestion dynamics. 

Economic model 

Security is funded by usage, not inflation. Incentives derive from transaction fees redistributed 
through a deterministic reward fund, preserving supply integrity while stabilizing validator returns. 

Strategic positioning 

eCurrency is designed as a long-term settlement layer and programmable asset infrastructure — 
not a global VM platform. It delivers post-quantum resilience, liquidity-preserving staking, 
lightweight tokenization, and scalable client-side contract logic within a sustainable Proof-of-Stake 
architecture. 
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1. Introduction 
 
eCurrency (ECR) represents a new class of blockchain architecture: a UTXO-native, 
post-quantum ready, high-throughput Proof-of-Stake protocol designed for long-term 
cryptographic resilience, deterministic validator incentives, and scalable token infrastructure. 
 
Originally launched in 2018 with a fixed genesis supply of 333,333,333 ECR, the protocol has 
since undergone a full architectural evolution. The current implementation is no longer merely 
an adaptation of earlier blockchain models — it is a ground-up engineered system integrating: 

●​ A novel UTXO-based Proof-of-Stake consensus, 
●​ Cryptographic agility with post-quantum signature support, 
●​ Deterministic reward equalization via block reward smoothing, 
●​ High-capacity block design (10-second intervals, 8MB blocks), 
●​ Lightweight TXO-native tokenization without global state execution, 
●​ Non-custodial, non-locking staking participation. 

Unlike account-based smart contract platforms such as Ethereum or high-performance 
monolithic systems like Solana, eCurrency is architected around the inherent parallelism and 
atomicity of the UTXO model. This design choice enables: 

●​ Lower validation complexity, 
●​ Deterministic transaction execution, 
●​ Reduced state bloat, 
●​ Greater accessibility for independent node operators. 

At the consensus level, eCurrency employs a stake-weight dominance mechanism that allows 
participation without freezing or delegating funds. Unlike bonded staking models that 
introduce lock-up periods, withdrawal queues, or slashing dynamics, eCurrency validators 
retain full liquidity over their assets. This eliminates custodial risk and reduces systemic 
centralization pressure. 

From a cryptographic standpoint, the protocol supports classical signature schemes (ECDSA 
and Schnorr) alongside lattice-based post-quantum cryptography, specifically 
CRYSTALS-Dilithium, the digital signature standard selected by the U.S. National Institute of 
Standards and Technology (NIST) within the Post-Quantum Cryptography standardization 
process.  

Dilithium provides quantum-resistant security based on well-established lattice hardness 
assumptions. Importantly, the protocol embeds cryptographic agility at the consensus level, 
enabling additional signature schemes to be introduced via soft-fork upgrades. This ensures 
long-term protocol survivability and adaptability in the face of evolving cryptanalytic advances, 
including large-scale quantum computing. 

With a 10-second block interval and up to 65,535 transactions per block, the network achieves 
a theoretical throughput approaching 400,000 transactions per minute under maximum load, 
while maintaining modest hardware requirements. The protocol remains compatible with 
second-layer payment channels such as Lightning-style constructions for instant settlement 
use cases. 
 
Security incentives are stabilized through a deterministic reward smoothing mechanism. 
Rather than allowing block producers to capture isolated fee spikes, transaction fees are 
accumulated into a global reward fund from which validators receive a proportional distribution 
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(1/500 of the fund per validated block). This design mitigates fee-sniping behavior, reduces 
incentive distortion, and encourages consistent block production. 
 
eCurrency does not attempt to replicate the gas-driven global execution model of EVM-based 
chains. Instead, it introduces a TXO-native tokenization architecture that allows efficient asset 
issuance and atomic multi-party operations without requiring network-wide contract execution. 
This significantly reduces computational overhead and long-term state growth. 
 
In summary, eCurrency is designed as: 

●​ A zero-inflation, fixed-supply digital asset network, 
●​ A post-quantum resilient settlement layer, 
●​ A high-throughput decentralized payment system, 
●​ A scalable UTXO-based token infrastructure, 
●​ A validator-accessible, non-custodial Proof-of-Stake protocol. 

 
This document details the technical architecture underlying these properties and formally 
describes the design decisions that differentiate eCurrency from existing Proof-of-Stake 
implementations. 

2. Architectural Background: From Proof-of-Work to 
UTXO-Native Proof-of-Stake 
 
Blockchain systems have evolved through several distinct architectural paradigms. 
Understanding these paradigms clarifies the design space in which eCurrency operates and 
highlights its differentiation from existing implementations. 
 
We identify three primary stages of blockchain consensus evolution: 

1.​ Proof-of-Work (PoW) 
2.​ Account-based Proof-of-Stake 
3.​ UTXO-native Proof-of-Stake (eCurrency model) 

2.1 Proof-of-Work: Energy-Based Sybil Resistance 
The original consensus model introduced by Bitcoin established computational work as a 
Sybil-resistance mechanism. Security derives from the economic cost of hashing power. This 
approach demonstrated robust decentralization but introduced structural constraints: 

●​ High and continuous energy expenditure, 
●​ Security dependence on token price, 
●​ Hardware centralization (ASIC concentration), 
●​ Block latency constraints due to probabilistic finality. 

 
While PoW remains battle-tested, it ties network security directly to external physical 
resources. 

2.2 Account-Based Proof-of-Stake 
Second-generation systems such as Ethereum transitioned toward stake-based security 
models. Instead of computational power, validators commit capital as bonded stake. 
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This design reduces energy consumption but introduces new systemic properties: 

●​ Mandatory stake locking 
●​ Slashing mechanisms 
●​ Withdrawal queues 
●​ Centralization pressure toward custodial staking providers 
●​ Global state execution model (account-based storage) 

 
Additionally, account-based architectures require: 

●​ Sequential state mutation 
●​ Network-wide contract execution 
●​ Gas metering for deterministic computation limits 

 
While powerful for smart contracts, this model increases protocol complexity and long-term 
state growth. 

2.3 High-Performance Monolithic PoS Systems 
High-throughput platforms such as Solana optimize parallel execution and block production 
frequency. However, this performance model typically requires: 

●​ High hardware requirements 
●​ Specialized validator infrastructure 
●​ Strong synchronization assumptions 
●​ Operational centralization risk 

 
Performance is often achieved at the expense of validator accessibility. 

2.4 UTXO Model as a Parallelizable State Machine 
The Unspent Transaction Output (UTXO) model represents state as a set of discrete, 
independently spendable outputs. Each transaction consumes specific outputs and creates 
new ones, enabling: 

●​ Native parallel validation 
●​ Atomic multi-party transfers 
●​ Deterministic state transitions 
●​ Reduced shared mutable state 

 
Unlike account-based systems, UTXO eliminates global balance mutation and instead treats 
value as independent state fragments. 
 
This model is inherently well-suited for stake-weight computation, as each UTXO can 
independently contribute to validator eligibility. 

2.5 UTXO-Native Proof-of-Stake (eCurrency Design) 
eCurrency introduces a UTXO-native Proof-of-Stake consensus that integrates: 

●​ Stake proportionality via UTXO value 
●​ Temporal weighting via UTXO age 
●​ Non-locking participation 
●​ Deterministic block eligibility evaluation 
●​ Reward smoothing for incentive stabilization 
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Unlike bonded PoS models: 

●​ Funds are never frozen 
●​ No delegation is required 
●​ No slashing is imposed 
●​ Liquidity is preserved at all times 

 
Each UTXO independently participates in block eligibility, enabling granular stake distribution 
and reducing concentration risks. 
 
This design creates a consensus mechanism that: 

●​ Maintains decentralization 
●​ Avoids energy waste 
●​ Preserves user liquidity 
●​ Minimizes validator cartel formation 

2.6 Cryptographic Evolution as a First-Class Protocol Property 
Most blockchain systems assume static cryptographic primitives. eCurrency instead 
introduces cryptographic agility as a protocol-level feature. 
 
The protocol supports: 

●​ ECDSA   
●​ Schnorr   
●​ CRYSTALS-Dilithium (NIST-standardized lattice-based post-quantum signature 

scheme) 
 
Additional algorithms may be introduced via soft-fork upgrades, allowing gradual 
cryptographic evolution without disruptive hard forks. 
 
This ensures: 

●​ Long-term survivability, 
●​ Resistance to quantum cryptanalysis, 
●​ Adaptability to future cryptographic research. 

Architectural Positioning 
If PoW blockchains represent the first generation and account-based PoS systems the second, 
then eCurrency’s UTXO-native PoS model constitutes a third architectural generation — 
combining: 

●​ Energy efficiency, 
●​ Liquidity-preserving staking, 
●​ High throughput, 
●​ Cryptographic agility, 
●​ Minimal global execution overhead. 

 
The following sections formally define the consensus and system mechanics underlying this 
architecture. 
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Payment-Centric Network Design 
 
The architectural choices described above collectively favor a class of 
blockchain systems optimized for deterministic financial settlement rather 
than generalized computation environments. 
 
By combining a UTXO-native state model, stake-based consensus without bonded 
capital locking, and client-side programmable logic, the eCurrency protocol 
prioritizes scalable value transfer and predictable transaction validation. 
 
Such characteristics align closely with the requirements of payment-oriented 
infrastructure, where large volumes of relatively simple financial 
transactions must be processed reliably and efficiently. 
 
In this sense, the protocol architecture can be understood as payment-centric 
blockchain infrastructure capable of supporting programmable financial 
interactions without relying on global execution environments. 

3. Structural Limitations of Contemporary Blockchain 
Architectures 
Despite significant progress in blockchain research, current Proof-of-Stake and smart contract 
platforms exhibit structural inefficiencies that limit long-term sustainability, decentralization, 
and cryptographic resilience. 
 
This section outlines the fundamental architectural and economic limitations that eCurrency is 
designed to address. 

3.1 Liquidity Locking and Capital Inefficiency in Bonded PoS 
Modern PoS systems such as Ethereum require validators to lock capital in bonded staking 
contracts. While effective for Sybil resistance, this model introduces systemic trade-offs: 

●​ Capital immobilization during bonding periods 
●​ Withdrawal queues under high validator churn 
●​ Slashing risk for validator misbehavior 
●​ Delegation centralization via staking pools 
●​ Reduced liquidity for economic participation 

 
This creates a structural bias toward custodial staking services and large capital operators. 

Over time, such dynamics may lead to validator concentration and governance capture. 

3.2 Incentive Volatility and MEV Extraction 
In account-based PoS systems, validators capture transaction fees directly from the blocks 
they produce. This leads to: 

●​ Fee-sniping behavior 
●​ Priority gas auctions 
●​ Transaction reordering incentives 
●​ Maximum Extractable Value (MEV) exploitation 
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These distortions destabilize validator incentives and introduce economic adversarial behavior 
within the protocol itself. 
 
Without smoothing mechanisms, validator revenue becomes highly stochastic, encouraging 
short-term opportunistic strategies rather than stable network participation. 

3.3 Global State Execution and Computational Overhead 
Account-based smart contract platforms rely on global state mutation and deterministic 
execution across all validating nodes. Systems such as Binance Smart Chain replicate the 
EVM model, requiring: 

●​ Network-wide contract execution 
●​ Gas metering to limit computation 
●​ Persistent global state storage 
●​ Increasing state growth over time 

This model imposes: 

●​ High hardware requirements 
●​ Node synchronization complexity 
●​ Long-term scalability constraints 
●​ Growing storage burden 

The requirement that every full node executes every contract creates a computational 
bottleneck fundamentally at odds with horizontal scalability. 

3.4 Performance vs Decentralization Trade-Off 
High-throughput systems such as Solana pursue aggressive block production speeds and 
parallel execution models. However, this often requires: 

●​ Enterprise-grade hardware 
●​ High network bandwidth 
●​ Reduced validator accessibility 
●​ Strong synchronization assumptions 

 
Performance gains are frequently achieved at the cost of validator decentralization. 
 
True decentralization requires that ordinary users can independently operate validating nodes 
without prohibitive infrastructure requirements. 

3.5 Cryptographic Fragility in the Quantum Era 

The majority of existing blockchain networks rely exclusively on elliptic curve cryptography 
(ECDSA or EdDSA). These schemes are theoretically vulnerable to Shor’s algorithm when 
large-scale quantum computers become available. 
 
The risks include: 

●​ Private key derivation from exposed public keys 
●​ Fund theft from reused addresses 
●​ Network-wide cryptographic compromise 

 
Most current blockchains lack built-in cryptographic agility, meaning post-quantum migration 
would require disruptive hard forks. 
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Long-term settlement systems must anticipate adversarial advances in cryptanalysis. 

3.6 Inflationary Security Models 

Many PoS systems rely on continuous token issuance to subsidize validator participation. 
While effective in bootstrapping security, inflation introduces: 

●​ Dilution of long-term holders 
●​ Supply unpredictability 
●​ Economic dependency on token emissions 
●​ Security tied to inflation rate 

 
Sustainable security models should not require perpetual expansion of supply. 

3.7 Summary of Identified Constraints 
Across contemporary blockchain architectures, we observe recurring structural constraints: 

●​ Capital inefficiency through stake locking 
●​ Incentive distortion through direct fee capture 
●​ Computational overhead through global execution 
●​ Centralization pressure via hardware escalation 
●​ Cryptographic rigidity 
●​ Inflation-dependent security 

 
These constraints are not isolated implementation flaws — they are architectural properties of 
prevailing models. 
 
eCurrency is designed explicitly to address these limitations through: 

●​ UTXO-native, non-locking Proof-of-Stake 
●​ Deterministic reward smoothing 
●​ Cryptographic agility with post-quantum readiness 
●​ TXO-based token infrastructure 
●​ Fixed-supply security model 
●​ Validator-accessible architecture 

 
The following section formally introduces the proposed protocol design and its architectural 
foundations. 

4. The eCurrency Protocol Architecture 
The eCurrency protocol is a UTXO-native, stake-proportional, non-bonded Proof-of-Stake 
system designed for deterministic validator participation, high throughput, and long-term 
cryptographic adaptability. 
 
This section formally defines the core architectural components. 
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4.1 Ledger Model 

The eCurrency state is represented as a set of Unspent Transaction Outputs (UTXOs): 
 
State_t = \{UTXO_1, UTXO_2, ..., UTXO_n\} 
 
Each UTXO is defined as: 
 
UTXO = (txid, vout, value, scriptPubKey, creationHeight) 
 
Unlike account-based systems, balances are not stored globally. Value exists only as discrete, 
independently spendable state fragments. 
 
This enables: 

●​ Parallel transaction validation 
●​ Deterministic state transitions 
●​ Absence of shared mutable account storage 
●​ Granular stake participation 

4.2 Script-Hash Address Architecture (P2SH-by-Default) 

eCurrency adopts a script-hash address model as the default ownership abstraction layer. 
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Instead of binding addresses directly to public keys, all transaction outputs are defined as: 

Address = HASH(script) 

The spending conditions are revealed only at the time of redemption, at which point the script 
and corresponding signatures are validated. 

This architecture provides several structural advantages: 

Unified Address Model 

All outputs use a single address abstraction. The protocol does not differentiate between simple 
transfers, multisignature constructs, post-quantum signatures, or hybrid cryptographic models. 
Ownership logic is entirely encapsulated within the script. 

Cryptographic Agility Compatibility 

Because the address structure commits to a script hash rather than a particular signature 
primitive, the protocol remains agnostic to the underlying cryptographic algorithm. Classical 
signature schemes (ECDSA, Schnorr) and post-quantum signatures such as 
CRYSTALS-Dilithium operate under the same unified script-hash model without requiring 
address format changes. 

Future algorithms may be integrated via soft-fork upgrades without requiring address migration. 

Reduced Public Key Exposure 

Public keys are not revealed until funds are spent. This reduces long-term exposure to 
cryptanalytic precomputation attacks and aligns with the protocol’s post-quantum readiness 
strategy. 

Native Multisignature and Advanced Ownership 

Multisignature policies, time-lock conditions, and token control rules are embedded directly 
within the script layer. This avoids the need for external contract execution or global state 
management. 

Developer and Wallet Simplicity 

The elimination of multiple address formats reduces implementation complexity and lowers the 
attack surface introduced by format-specific edge cases. 

4.3 Block Structure 
Each block contains: 

●​ Header 
●​ Previous block hash 
●​ Timestamp 
●​ Merkle root 
●​ Stake proof 
●​ Validator signature 
●​ Transaction list (max 65,535) 
●​ Maximum size: 8 MB 
●​ Block interval target: 10 seconds 
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The theoretical maximum throughput under full block utilization is: 
 
\approx 400,000 \text{ transactions per minute} 
 
Actual throughput dynamically scales with network usage. 

4.4 UTXO-Based Proof-of-Stake Mechanism 

4.4.1 Fundamental Principle 

eCurrency replaces computational competition with economic weight dominance. 
Consensus is determined by stake-weight aggregation derived from UTXO value and age. 
No hash lottery, no pseudo-random selection, and no probabilistic leader election are 
employed. 

For each UTXO: 

StakeWeight_i = Value_i \cdot Age_i 

Where: 
●​ Value_i — amount of ECR 
●​ Age_i — blocks elapsed since last spend 

4.4.2 Block Stake Weight 

Each block contains a dedicated stake transaction. 

The stake weight of a block is defined as: 

W_{block} = \sum_{j \in Inputs(stake\_tx)} Value_j \cdot Age_j 

Where the summation includes all inputs participating in the stake transaction. 

This definition establishes block validation strength. 

4.4.3 Fork-Choice Rule 

For competing blocks at the same height, nodes select the block with the greatest: 

W_{block} 

For competing branches: 

W_{chain} = \sum_{b \in chain} W_{block}(b) 

The canonical chain is the branch with the maximum cumulative stake weight. 

This deterministic weight-dominance rule defines consensus. 

4.4.4 Proportional Participation 

Over time, validation frequency is proportional to stake weight relative to total active weight: 
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ParticipationShare = \frac{StakeWeight_{validator}}{\sum StakeWeight_{network}} 

There is: 

●​ No amplification via stake splitting 
●​ No advantage in merging 
●​ No non-linear effects 

Participation is strictly linear in Value \times Age. 

4.4.5 Age Reset and Weight Dynamics 

When a UTXO is used in block validation or spent: 

Age_i \rightarrow 0 

This ensures: 

●​ No perpetual dominance 
●​ Continuous rebalancing of stake weight 
●​ Prevention of long-term frozen advantage 

4.4.6 Structural Properties 

The UTXO model provides: 

●​ Parallel stake computation 
●​ Deterministic validation 
●​ No global balance mutation 
●​ No shared mutable state 

Stake weight naturally arises from UTXO semantics. 

4.4.7 Security Interpretation 

Security scales with cumulative stake weight, not confirmation count. 

To replace N blocks, an alternative branch must exceed the canonical cumulative weight across 
those N blocks. 

Security is therefore defined by economic dominance. 
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4.4.8 Summary 

The UTXO-native PoS model provides: 

●​ Deterministic fork selection 
●​ Linear stake proportionality 
●​ Liquidity-preserving participation 
●​ Absence of probabilistic lottery 
●​ Simplified consensus surface 

4.5 Deterministic Liveness Enforcement 

To guarantee continuous progression, at least one block MUST be produced every 100 
timeslots (~16.7 minutes). 

This provides: 

Max\ InterBlockTime \le 100 \times 10s = 1000s 

Mandatory blocks remain eligible for reward smoothing distribution. 

Liveness enforcement does not alter fork-choice or stake weight mechanics. 

 

4.6 Non-Bonded Staking Model 

Unlike bonded PoS systems: 

●​ No stake locking 
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●​ No withdrawal delays 
●​ No delegation requirement 
●​ No slashing penalties 

 
All UTXOs remain liquid and transferable at any time. 
 
Security derives from economic ownership rather than escrowed collateral. 
 
This design: 

●​ Eliminates custodial staking pressure 
●​ Avoids liquidity centralization 
●​ Preserves full capital mobility 

4.7 Reward Smoothing Mechanism 

To prevent validator incentive distortion, transaction fees are not fully captured by the block 
producer. 
 
Instead: 

1.​ Transaction fees enter a global Reward Fund. 
2.​ Each validated block entitles the producer to: 

 
Reward = \frac{RewardFund}{500} 
 
This deterministic smoothing mechanism: 

●​ Equalizes validator revenue 
●​ Reduces fee-sniping 
●​ Discourages block withholding 
●​ Stabilizes expected returns 

 
It transforms stochastic fee spikes into predictable income streams. 
 
At current network conditions: 

●​ Average block reward ≈ 5 ECR 
●​ 1000 ECR stake ≈ one block per ~5 days 

 
Returns scale proportionally with stake participation and network activity. 
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4.8 Cryptographic Layer and Signature Support 

The protocol supports multiple signature schemes: 

●​ ECDSA (elliptic curve digital signatures)   
●​ Schnorr signatures   
●​ CRYSTALS-Dilithium (NIST-standardized lattice-based post-quantum digital 

signatures) 
 
Signature schemes are encapsulated within script logic without altering address abstraction. 
 
Importantly, eCurrency implements cryptographic agility: 

●​ New signature schemes may be introduced via soft-fork upgrades 
●​ Backward compatibility is preserved 
●​ Future PQC algorithms can be integrated without chain replacement 

 
This ensures resilience against future cryptographic breakthroughs, including quantum 
computing. 

4.9 Consensus-Level Adaptive Minimum Fee Mechanism 

4.9.1 Design Objective 

The eCurrency protocol enforces spam resistance and block size regulation directly at the 
consensus layer through a deterministic adaptive minimum fee mechanism. 

Unlike systems that rely on fixed block size limits or policy-level mempool filtering, eCurrency 
integrates fee elasticity into block validity rules. The objective is to: 
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●​ Prevent rapid transaction flooding 
●​ Maintain lightweight long-term blockchain growth 
●​ Allow elastic throughput under sustained demand 
●​ Avoid rigid hard block size ceilings 

This mechanism ensures that block expansion is economically regulated rather than 
mechanically restricted. 

4.9.2 Deterministic Minimum Fee Update Rule 

For each block n, a minimum fee per kilobyte F_{min}(n) is computed based on the size of the 
previous block. 

Let: 

●​ S_n — size of block n (in bytes), 
●​ S_{n-1} — size of block n-1, 
●​ F_{min}(n-1) — minimum fee of the previous block. 

The update rule is defined as follows: 

If the block size decreases: 

F_{min}(n) = 0.9 \cdot F_{min}(n-1) 

If the block size increases: 

F_{min}(n) = F_{min}(n-1) \cdot \frac{S_n}{S_{n-1}} 

Thus: 

●​ A reduction in block size reduces the minimum fee by 10%. 
●​ An increase in block size raises the minimum fee proportionally to the relative size 

increase. 

This rule is deterministic and identical across all nodes. 

4.9.3 Transaction Inclusion Constraint 

For a transaction of size T_{size} and fee T_{fee}, the following must hold: 

\frac{T_{fee}}{T_{size}} \ge F_{min}(n) 

If this condition is violated, the transaction is invalid for inclusion in block n. 

However, each block is permitted to include at most one transaction below the minimum fee 
threshold. 

This exception enables: 

●​ Occasional low-priority transactions 
●​ Graceful handling of low-activity periods 
●​ Usability without opening spam vectors 

4.9.4 Economic Behavior 
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The adaptive mechanism produces asymmetric behavior similar to non-Newtonian fluid 
dynamics: 

●​ Rapid increases in block size result in rapidly rising minimum fees. 
●​ Sustained, gradual growth is economically feasible. 
●​ Sudden spam bursts become increasingly expensive. 

This ensures: 

●​ Fast spam attempts are economically prohibitive, 
●​ Stable network usage remains affordable, 
●​ Blockchain growth remains controlled by economic pressure. 

Unlike hard block caps, throughput does not encounter artificial cliffs. Instead, marginal block 
space becomes progressively more expensive under rapid load escalation. 

4.9.5 Consensus Enforcement 

The minimum fee rule is part of block validity. 

A block containing more than one transaction below F_{min}(n), or containing transactions 
violating the fee density constraint, is invalid and rejected by consensus. 

This mechanism is: 

●​ Deterministic 
●​ Fully consensus-level 
●​ Non-optional 
●​ Independent of node policy 

No mempool heuristics or advisory filters are required for enforcement. 

4.9.6 Interaction with Reward Smoothing 

All transaction fees are accumulated into the global Reward Fund. 

Thus: 

●​ Increased congestion increases validator rewards 
●​ Spam attempts directly subsidize network security 
●​ Economic abuse becomes self-limiting 

The adaptive fee mechanism and reward smoothing together align: 

●​ Block space pricing 
●​ Validator incentives 
●​ Long-term sustainability 

4.9.7 Absence of Hard Block Size Limit 

The protocol does not enforce a rigid block size ceiling as the primary spam defense 
mechanism. 
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Instead: 

●​ Block growth is economically bounded, 
●​ Marginal expansion becomes progressively more expensive under rapid escalation, 
●​ Sustained legitimate usage remains viable. 

This provides elastic scalability without introducing abrupt capacity discontinuities. 

4.10 Token Architecture (TXO-Native Assets) 

Unlike EVM-based token standards requiring global contract execution, eCurrency implements 
tokenization directly at the TXO layer. 
 
Properties: 

●​ No global state execution 
●​ No gas metering 
●​ Atomic multi-input, multi-output transfers 
●​ Lightweight validation 

 
Token transactions are validated structurally without requiring every node to execute arbitrary 
contract logic. 
 
This significantly reduces: 

●​ Computational overhead 
●​ State growth 
●​ Validator hardware requirements 

4.11 Validator Accessibility 

Node software: 

●​ Open-source 
●​ Docker-deployable 
●​ Lightweight relative to high-performance monolithic chains 

 
This ensures: 

●​ Low entry barrier for validators 
●​ Decentralized participation 
●​ No enterprise hardware requirement 

 
Decentralization is preserved by keeping validation economically and technically accessible. 

Architectural Summary 
eCurrency combines: 

●​ UTXO-native stake consensus 
●​ Non-locking capital participation 
●​ Deterministic reward equalization 
●​ Post-quantum readiness 
●​ High block capacity 
●​ Lightweight tokenization 
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The protocol is engineered to minimize: 

●​ Capital inefficiency 
●​ Computational bloat 
●​ Incentive manipulation 
●​ Cryptographic fragility 

 
The next section formalizes the consensus security properties and probabilistic validator 
selection model. 

5. Consensus Security Model 
The security of eCurrency derives from deterministic stake-weight dominance, economic 
ownership alignment, and depth-penalized reorganization resistance. 

Unlike probabilistic hash-based systems or bonded staking architectures, eCurrency defines 
consensus strictly through cumulative stake weight computed from UTXO value and age. 

5.1 Economic Majority Principle 

Let total active network stake weight be: 

W_{total} = \sum_{i \in ActiveUTXO} Value_i \cdot Age_i 

A validator (or coalition) controlling stake weight W_v exerts proportional influence over block 
production and fork resolution. 

Security requires: 

W_{attacker} < W_{honest} 

Consensus therefore assumes an honest majority of effective stake weight. 

Unlike bonded Proof-of-Stake systems: 

●​ No capital is locked. 
●​ No slashing is imposed. 
●​ Security derives from economic ownership rather than escrowed collateral. 

The entities most capable of destabilizing the network are also those most economically 
exposed to its value. 

5.2 Stake-Weighted Fork-Choice Rule 

Chain selection is defined by cumulative stake weight. 

For a branch consisting of blocks b_1, b_2, ..., b_n: 

W_{chain} = \sum_{k=1}^{n} W_{block}(b_k) 
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Where: 

W_{block} = \sum_{j \in Inputs(stake\_tx)} Value_j \cdot Age_j 

The canonical chain is the branch with the greatest cumulative stake weight. 

There is: 

●​ No hash race 
●​ No pseudo-random leader election 
●​ No probabilistic tie-breaking 

Fork resolution is deterministic and purely weight-based. 

5.3 Depth-Weighted Reorganization Penalty 

To replace the last N blocks of the canonical chain, an alternative branch must satisfy: 

W_{alt}(N) \ge P(N) \cdot W_{canonical}(N) 

Where P(N) is a depth-dependent penalty multiplier. 

The multiplier increases with reorganization depth. 

Representative penalty schedule: 

●​ P(16) = 2 
●​ P(32) = 4 
●​ P(256) = 32 

For intervals approaching one day, the multiplier gradually decreases (≈×8) to ensure eventual 
convergence in rare large-scale network splits. 

Security Implications 

This mechanism: 

●​ Prevents long-range attacks using dormant stake 
●​ Mitigates “sleeping whale” scenarios 
●​ Makes deep reorganizations exponentially more expensive 
●​ Preserves eventual network convergence 

Security is defined by economic cost, not statistical probability decay. 

5.4 Long-Range Attack Mitigation 

Because stake weight depends on UTXO age: 

●​ Recently spent stake loses accumulated weight 
●​ Age resets upon use 
●​ Sustained dominance is required for deep reorganization 

eCurrency (ECR) — Whitepaper 2.0 Page 24 
 



Dormant stake cannot indefinitely accumulate decisive advantage without active participation. 

Combined with depth penalties, this prevents historical override attacks. 

5.5 Incentive Stabilization via Reward Smoothing 

Validator rewards are defined as: 

Reward = \frac{RewardFund}{500} 

Transaction fees accumulate globally before redistribution. 

This produces: 

●​ Reduced revenue variance 
●​ Elimination of fee-sniping incentives 
●​ Stable long-term validator participation 
●​ Alignment between network usage and security funding 

Security funding derives from economic activity rather than inflation. 

5.6 Security-Through-Ownership Principle 

eCurrency follows a foundational principle: 

Security is proportional to economic ownership without forced immobilization. 

Validators: 

●​ Retain full liquidity 
●​ Face no slashing risk 
●​ Participate voluntarily 
●​ Are economically aligned with long-term network health 

This reduces centralization pressure associated with bonded staking and custodial aggregation. 

5.7 Comparative Consensus Properties 

The following table positions eCurrency relative to major Proof-of-Stake systems: 

Property Ethereum Solana eCurrency 

Ledger Model Account Account UTXO 

Stake Lock 
Required 

Yes Yes No 
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Slashing Yes Yes No 

Fork-Choice Rule LMD-GHOST + Finality Tower BFT Maximum Cumulative Stake 
Weight 

Reorganization 
Model 

Finality checkpointing Probabilistic Depth-Weighted Economic 
Dominance 

Long-Range 
Protection 

Weak subjectivity 
checkpoints 

Limited Depth Penalty Multiplier 

Reward Model Inflation + Fees Inflation + 
Fees 

Fees + RewardFund/500 

Inflationary 
Issuance 

Yes Yes No 

Fee Market Gas auction Fee-based Deterministic Adaptive 
Minimum 

PQC Support No No Yes 

Cryptographic 
Agility 

No No Yes 

Validator Liquidity Locked Locked Fully Liquid 

Hardware 
Escalation 

Moderate High Moderate 

5.8 Security Summary 

The eCurrency consensus architecture achieves: 

●​ Deterministic fork resolution 
●​ Stake-proportional influence 
●​ Depth-penalized reorganization resistance 
●​ Long-range attack mitigation 
●​ Liquidity-preserving validator participation 
●​ Zero-inflation security funding 
●​ Post-quantum cryptographic resilience 
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Security is defined by cumulative economic weight, not probabilistic race dynamics. 

6. Economic Model and Fixed-Supply Security 
 
The economic design of eCurrency is built around three foundational principles: 

1.​ Fixed maximum supply 
2.​ Zero ongoing inflation 
3.​ Deterministic reward redistribution 

 
Together, these properties create a security model independent of perpetual token issuance. 

6.1 Genesis Supply and Monetary Policy 
 
At network genesis (2018), a total supply of: 
 
333,333,333 \text{ ECR} 
 
was created as the theoretical maximum supply. 
 
No additional tokens are minted under the current Proof-of-Stake regime. 
 
This establishes: 

●​ Absolute supply predictability 
●​ No inflationary dilution 
●​ Long-term monetary stability 
●​ Transparent economic boundary conditions 

 
Unlike inflation-subsidized PoS networks, eCurrency security does not rely on expanding token 
supply. 

6.2 Zero-Inflation Security Model 
 
Most PoS systems subsidize validators through continuous issuance. For example: 

●​ Ethereum distributes new ETH as staking rewards. 
●​ Many delegated PoS systems inflate supply to maintain participation incentives. 

 
In contrast, eCurrency security funding derives from: 

1.​ Transaction fees 
2.​ Migration fee (initial 1% during PoW → PoS transition) 
3.​ Reward Fund redistribution 

 
No structural inflation is required. 
 
This aligns long-term holders with network sustainability. 

6.3 Reward Fund Mechanism 
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Rather than allowing validators to capture all block fees directly, eCurrency accumulates fees 
into a global Reward Fund: 
 
RewardFund_t = RewardFund_{t-1} + Fees_{block} 
 
For each validated block: 
 
ValidatorReward = \frac{RewardFund}{500} 
 
This mechanism produces: 

●​ Deterministic income smoothing 
●​ Reduced variance in validator returns 
●​ Elimination of fee-sniping incentives 
●​ Long-term sustainability through gradual redistribution 

 
Because each block only extracts 1/500 of the fund, the system behaves as a controlled 
exponential decay model. 

6.4 Sustainability Dynamics 
 
Let: 
 
F = average transaction fees per block 
 
Let: 
 
R = RewardFund 
 
Over time: 
 
R_{t+1} = R_t + F - \frac{R_t}{500} 
 
At equilibrium: 
 
F = \frac{R}{500} 
 
Thus: 
 
R = 500F 
 
This creates a self-balancing economic system where: 

●​ Higher network activity increases reward pool size 
●​ Low activity reduces rewards gradually 
●​ No abrupt validator income collapse occurs 

 
Security scales organically with usage. 

6.5 Validator Incentive Model 
 
Let validator stake fraction be: 
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\beta = \frac{S_v}{S_{total}} 
 
Expected daily return: 
 
E[Return] = \beta \times Blocks_{per\ day} \times \frac{RewardFund}{500} 
 
Under current parameters: 

●​ Block time = 10 seconds 
●​ ≈ 8,640 blocks per day 
●​ Average reward ≈ 5 ECR per block 

 
Example: 
 
Stake = 1000 ECR 
Expected validation ≈ 1 block every ~5 days 
≈ 0.1% daily return (dynamic) 
 
Returns vary with: 

●​ Total staking participation 
●​ Network transaction volume 
●​ Reward fund size 

 
This model aligns validator incentives directly with network usage rather than inflation rate. 

6.6 Economic Comparison with Inflationary PoS 
 

Property Inflationary eCurrency 

New Token Issuance Continuous None 

Long-Term Dilution Yes No 

Reward Source Emission + Fees Fees + Fund 

Incentive Volatility High Smoothed 

Security Dependence Inflation Rate Economic Activity 

 
eCurrency transitions security from supply expansion to usage-based economics. 

6.7 Liquidity-Preserving Participation 
 
Because staking does not require locking: 

●​ Capital remains mobile 
●​ Validators can reallocate funds instantly 
●​ No forced custody or delegation markets emerge 

 
This reduces centralization vectors seen in custodial staking ecosystems. 
 
Security derives from voluntary participation, not capital immobilization. 
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6.8 Economic Security Principle 
 
eCurrency follows a principle of: 
 
Sustainable security without monetary dilution. 
 
Validator incentives emerge from: 

●​ Economic activity 
●​ Fee circulation 
●​ Controlled reward redistribution 

 
The absence of inflation strengthens long-term holder confidence and reinforces fixed-supply 
scarcity dynamics. 
 

6.9 Supply Distribution Context 

The eCurrency protocol defines a fixed total supply of ECR established at genesis but does 
not impose constraints on how that supply is distributed among participants. 

The current distribution of ECR reflects the historical evolution of the network, including early 
participation mechanisms such as Proof-of-Work activity, the transition to Proof-of-Stake, and 
subsequent market-based transfers between participants. 

Based on available network data, it is estimated that a portion of the total supply is held by 
network participants, while the remaining supply is held by the original creator of the network. 
This estimate is indicative and may vary over time. 

The protocol itself does not enforce: 

●​ vesting schedules​
 

●​ lock-up mechanisms​
 

●​ allocation frameworks​
 

●​ distribution controls​
 

All transfers of ECR occur through standard transaction mechanisms defined at the protocol 
level and are determined by voluntary actions of network participants. 

As a result, distribution dynamics are external to consensus rules and evolve through network 
activity and market interactions rather than protocol-defined allocation logic. 

Economic Summary 
The eCurrency economic architecture provides: 

●​ Fixed maximum supply (333,333,333 ECR) 
●​ Zero structural inflation 
●​ Deterministic reward smoothing 
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●​ Usage-aligned security funding 
●​ Liquidity-preserving staking 

 
This model aims to combine the scarcity properties of Bitcoin with the energy efficiency of 
Proof-of-Stake — without inheriting the inflationary trade-offs of most modern PoS systems. 

7. TXO-Native Tokenization and Lightweight Asset Layer 
eCurrency implements tokenization directly at the TXO layer, eliminating the need for global 
virtual machine execution and state mutation. 
 
This architecture fundamentally differs from account-based smart contract systems and 
enables scalable asset issuance with minimal computational overhead. 

7.1 Architectural Contrast: TXO vs Account-Based Tokens 

In account-based systems such as Ethereum, tokens are implemented via smart contracts 
that: 

●​ Maintain global balance mappings 
●​ Require network-wide execution 
●​ Consume gas per operation 
●​ Mutate shared global state 

 
Each transfer requires: 

1.​ Contract execution 
2.​ Storage update 
3.​ Event emission 
4.​ State synchronization across all full nodes 

 
This creates: 

●​ Computational overhead 
●​ Gas price volatility 
●​ State growth accumulation 
●​ Validator hardware escalation 

7.2 TXO-Native Token Model 
 
In eCurrency, tokens are represented as structured TXOs. 
 
Instead of: 
 
GlobalState[token][account] = balance 
 
the system uses: 
 
TokenTXO = (AssetID, Amount, OwnerScript) 
 
A token transfer is simply: 

●​ Consumption of input TokenTXOs 
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●​ Creation of output TokenTXOs 
 
The core protocol verifies: 

●​ Signature validity 
●​ TXO ownership 
●​ Structural correctness 

 
No global contract execution is required. 

7.3 Deterministic Validation Without Gas 

Token operations in eCurrency: 

●​ Do not require gas metering 
●​ Do not require VM execution 
●​ Do not require arbitrary code evaluation 

 
Validation is structural and deterministic. 
 
This results in: 

●​ Predictable computational cost 
●​ Near-zero transaction fees 
●​ Linear scalability with block size 
●​ Reduced validator resource requirements 

 
The maximum block capacity: 

●​ 8 MB 
●​ 65,535 transactions 
●​ ~400,000 transactions per minute theoretical 

 
This throughput includes token transfers. 

7.4 Atomic Multi-Party Operations 

The UTXO model inherently supports atomicity. 
 
A single transaction may: 

●​ Consume multiple TokenTXOs 
●​ Produce multiple outputs 
●​ Execute multi-party exchanges 

 
Example: Atomic swap 
 
Inputs: 

●​ User A Token A 
●​ User B Token B 

 
Outputs: 

●​ User A receives Token B 
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●​ User B receives Token A 
 

Validation requires only signature verification and structural correctness. 
 
No smart contract re-entrancy. 
No global execution. 
No gas bidding wars. 

7.5 Reduced State Explosion 
 
Because tokens exist as discrete TXOs: 

●​ Spent outputs disappear from active state 
●​ Only unspent TXOs are tracked 
●​ No permanent storage mappings accumulate 

 
Compared to persistent EVM storage, this dramatically reduces long-term state growth. 
 
State size scales with: 

●​ Active outputs 
●​ Not historical contract storage 

 
This property enhances long-term sustainability. 

7.6 Validator Accessibility and Decentralization 
Because validation is lightweight: 

●​ Nodes do not execute arbitrary code 
●​ Hardware requirements remain moderate 
●​ Docker deployment is sufficient 

 
Unlike high-throughput VM chains such as Solana, performance does not require enterprise 
infrastructure. 
 
This preserves validator decentralization while maintaining throughput. 

7.7 Security Implications 

TXO-native tokenization reduces attack surface: 

●​ No re-entrancy vulnerabilities 
●​ No arbitrary code injection 
●​ No runtime gas griefing 
●​ No unpredictable execution costs 

 
Security derives from cryptographic ownership and deterministic state transitions rather than 
runtime behavior. 

7.8 Positioning Within the Ecosystem 

The eCurrency token model can be described as: 
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Structured asset layer without virtual machine dependency. 
 
It combines: 

●​ The atomicity of UTXO systems 
●​ The asset flexibility of smart contract platforms 
●​ The computational simplicity of base-layer transfers 

 
This creates a scalable foundation for: 

●​ Asset issuance 
●​ Stablecoins 
●​ Decentralized exchange primitives 
●​ Payment channels 
●​ Off-chain contract interpretation 

 
All this without inheriting the systemic complexity of global execution models. 

Asset Layer Summary 
 
eCurrency’s TXO-native architecture enables: 

●​ Gas-free token transfers 
●​ Deterministic validation 
●​ Atomic multi-party operations 
●​ Reduced state growth 
●​ Hardware-accessible scalability 

 
This model redefines smart asset design by separating value transfer from global code 
execution. 

8. Extended Capabilities: Client-Side Smart Contracts 

8.1 Architectural Philosophy 

Most contemporary smart contract platforms implement global virtual machines. 

Every node: 

●​ Executes arbitrary code 
●​ Mutates shared global state 
●​ Stores persistent contract mappings 
●​ Participates in gas metering and fee markets 

This architecture maximizes programmability but introduces: 

●​ State explosion 
●​ Gas volatility 
●​ Execution non-determinism risks 
●​ Re-entrancy attack surfaces 
●​ Increasing hardware requirements over time 
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eCurrency follows a fundamentally different philosophy: 

Validation over execution. 
Deterministic state transitions over global computation. 

Client-Side Smart Contracts (CSSC) extend protocol functionality without introducing global 
VM execution. 

8.2 What Are Client-Side Smart Contracts? 

Client-Side Smart Contracts move contract logic off-chain while keeping: 

●​ Deterministic verification on-chain 
●​ Cryptographic commitments to state transitions 
●​ Atomic settlement guarantees 

Instead of the network executing arbitrary logic, the network verifies that: 

1.​ State transitions satisfy predefined validation rules 
2.​ Ownership and signatures are valid 
3.​ Transaction structure matches protocol constraints 

The blockchain becomes: 

A deterministic settlement engine, not a global computation engine. 

8.3 Architectural Model 

In CSSC: 

●​ Contract logic executes locally (client-side) 
●​ State is represented as structured TXOs 
●​ Transactions include cryptographic commitments to valid state transitions 
●​ Full nodes validate structure and signatures, not arbitrary code 

This means: 

●​ No global contract storage 
●​ No VM runtime 
●​ No gas execution model 
●​ No shared mutable contract state 

Instead: 

State exists as transaction outputs, consumed and recreated atomically. 

8.4 Comparison with EVM-Based Smart Contracts 

Feature EVM Model Client-Side Model (eCurrency) 

Execution Network-wide VM execution Client-side execution 
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State storage Global contract storage TXO-based state fragments 

Gas model Required Not required 

Re-entrancy 
risk 

Present Structurally minimized 

State growth Persistent & cumulative Only unspent outputs remain 

Attack surface Large Reduced 

 

In EVM systems, every node executes the same contract code. 

In eCurrency, nodes validate deterministic state transitions. 

This significantly reduces: 

●​ Computational overhead 
●​ State bloat 
●​ Long-term validation cost 
●​ Attack surface 

8.5 Deterministic Asset Logic 

Because eCurrency is UTXO-native, asset logic can be expressed structurally: 

TokenTXO = (AssetID, Amount, OwnerScript, OptionalMetadata) 

Contract rules are encoded as: 

●​ Spending conditions 
●​ Multi-signature requirements 
●​ Time-lock constraints 
●​ Hash commitments 
●​ Structured output validation 

More complex behavior can be constructed through: 

●​ Pre-signed state channels 
●​ Multi-step atomic transactions 
●​ Cryptographic commitments 

The network verifies correctness — it does not execute runtime programs. 

8.6 Security Implications 

Client-Side Smart Contracts eliminate entire attack classes common in VM systems: 
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●​ Re-entrancy exploits 
●​ Gas griefing attacks​

 
●​ Infinite loop denial-of-service 
●​ Storage manipulation vulnerabilities 
●​ Arbitrary runtime execution flaws 

Validation is structural, bounded, and deterministic. 

The protocol does not need to sandbox arbitrary code. 

8.7 Scalability Implications 

Because no global VM execution occurs: 

●​ Validation complexity remains bounded 
●​ Hardware requirements grow slowly 
●​ State growth is limited to active UTXO set 
●​ Throughput scales with block capacity, not contract execution time 

This preserves validator accessibility over time. 

8.8 Economic Implications 

Without gas markets: 

●​ Transaction costs remain predictable 
●​ Fee volatility is minimized 
●​ No priority gas auctions 
●​ No MEV-based execution ordering markets 

Combined with reward smoothing, this stabilizes validator economics. 

8.9 Strategic Positioning 

Client-Side Smart Contracts position eCurrency as: 

●​ A deterministic settlement layer 
●​ Not a global VM platform 
●​ Not an inflation-subsidized smart contract economy 
●​ A scalable asset issuance and settlement infrastructure 

This aligns with the protocol’s broader design principles: 

●​ Fixed supply 
●​ Liquidity-preserving staking 
●​ Post-quantum readiness 
●​ Long-term decentralization sustainability 

8.10 Relationship to TXO-Native Tokenization 

TXO-native assets are the foundational layer. 
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Client-Side Smart Contracts extend this model by allowing: 

●​ Structured financial instruments 
●​ Multi-party agreements 
●​ Conditional transfers 
●​ Off-chain negotiated logic with on-chain enforcement 

All without global computation. 

Summary 

Client-Side Smart Contracts are not a secondary feature. 

They are a core architectural differentiator. 

eCurrency replaces global execution with deterministic validation. 

It shifts complexity from the network layer to the client layer, while preserving security 
guarantees at settlement. 

9. Cryptographic Agility and Post-Quantum Security Layer 
 
The long-term security of any blockchain protocol depends on the durability of its 
cryptographic primitives. Most contemporary blockchain systems assume static signature 
schemes and do not embed cryptographic adaptability at the protocol level. 
 
eCurrency adopts a fundamentally different approach: cryptographic agility as a first-class 
protocol property, combined with native post-quantum readiness. 

9.1 The Cryptographic Risk Landscape 
 
The majority of existing blockchain networks rely exclusively on elliptic curve cryptography 
(ECC), including: 

●​ ECDSA 
●​ EdDSA 
●​ Schnorr-based constructions 

 
Platforms such as Ethereum and Solana remain dependent on ECC assumptions. 
 
While secure against classical computation, these schemes are theoretically vulnerable to 
Shor’s algorithm under sufficiently powerful quantum computers. 
 
The risks include: 

●​ Private key derivation from exposed public keys 
●​ Theft of funds from reused addresses 
●​ Large-scale systemic compromise 

 
A blockchain intended for long-term settlement cannot assume indefinite cryptographic 
stability of elliptic curves. 
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9.2 Multi-Signature Scheme Support 
 
eCurrency natively supports multiple signature algorithms: 

●​ ECDSA 
●​ Schnorr 
●​ CRYSTALS-Dilithium (NIST-selected post-quantum signature standard) 

 
Externally, this appears as distinct address types corresponding to signature schemes. 
 
This multi-scheme architecture allows: 

●​ Gradual migration toward post-quantum addresses 
●​ Backward compatibility with classical wallets 
●​ Parallel support during transition phases 

 
Unlike most networks, PQC support is not theoretical or future-planned — it is integrated into 
the current protocol. 

9.3 CRYSTALS-Dilithium and Lattice-Based Security 

eCurrency integrates CRYSTALS-Dilithium as its primary post-quantum digital signature 
scheme. 

CRYSTALS-Dilithium is a lattice-based signature algorithm selected by the U.S. National 
Institute of Standards and Technology (NIST) as a primary standard in the Post-Quantum 
Cryptography (PQC) standardization process. It is based on the hardness of structured lattice 
problems, specifically variants of the Module Learning With Errors (Module-LWE) and Module 
Short Integer Solution (Module-SIS) problems. 

Unlike elliptic curve cryptography, which is vulnerable to Shor’s algorithm under sufficiently 
powerful quantum computation, Dilithium relies on mathematical assumptions believed to 
remain secure in the presence of large-scale quantum adversaries. 

CRYSTALS-Dilithium provides: 

●​ Strong security proofs grounded in well-studied lattice assumptions 
●​ Conservative parameterization with high confidence margins 
●​ Deterministic signing (with bounded randomness requirements) 
●​ Efficient verification suitable for high-throughput blockchain environments 
●​ Structured design optimized for practical implementation 

Compared to alternative post-quantum signature schemes, Dilithium offers a balanced 
trade-off between: 

●​ Signature size 
●​ Public key size 
●​ Verification speed 
●​ Implementation simplicity 

This balance makes it particularly suitable for blockchain systems where signature verification 
performance directly impacts validator throughput and hardware accessibility. 
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Blockchain Integration Rationale 

The integration of Dilithium within eCurrency is motivated by the following considerations: 

1.​ Long-Term Settlement Security 

A fixed-supply digital asset designed for decades of operation must anticipate adversarial 
advances in cryptanalysis. Dilithium provides forward-looking cryptographic resilience against 
quantum-enabled key recovery attacks. 

2.​ Validator Performance Compatibility 

Signature verification remains computationally efficient relative to many PQC alternatives, 
preserving the protocol’s moderate hardware requirements and validator accessibility 
objectives. 

3.​ Standardization Confidence 

As a NIST-selected standard, Dilithium has undergone extensive academic scrutiny and public 
review. This reduces implementation risk and strengthens ecosystem trust. 

4.​ Migration Practicality 

Dilithium addresses can coexist alongside classical schemes (ECDSA, Schnorr) during 
transition phases. This enables gradual migration without requiring disruptive chain 
replacement. 

Quantum Threat Mitigation Model 

In elliptic-curve systems, exposure of a public key enables potential quantum key recovery. In 
contrast, Dilithium’s lattice-based construction resists known quantum algorithms, including 
Shor-type attacks. 

By adopting Dilithium at the protocol level, eCurrency mitigates: 

●​ Private key derivation risk from exposed public keys 
●​ Large-scale signature forgery under quantum computation 
●​ Systemic cryptographic collapse scenarios 

This transforms the network from reactive cryptographic dependence to proactive 
post-quantum resilience. 

Strategic Positioning 

The adoption of CRYSTALS-Dilithium positions eCurrency as: 

●​ A post-quantum-ready settlement layer 
●​ A cryptographically forward-compatible blockchain 
●​ A fixed-supply digital asset engineered for multi-decade survivability 

Unlike networks that assume indefinite elliptic curve security, eCurrency embeds quantum 
resistance directly into its core transaction validation model. 

9.4 Cryptographic Agility via Soft Fork 
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A defining property of eCurrency is its ability to integrate additional cryptographic algorithms 
through soft-fork upgrades. 
 
This design ensures: 

●​ Backward compatibility 
●​ Non-disruptive protocol evolution 
●​ Gradual ecosystem transition 
●​ Future algorithm adoption without chain replacement 

 
Formally, let: 
 
SigScheme = \{S_1, S_2, ..., S_n\} 
 
The protocol may extend: 
 
SigScheme_{n+1} = SigScheme_n \cup \{S_{new}\} 
 
without invalidating previous transaction types. 
 
This makes cryptographic evolution a continuous process rather than a catastrophic event. 

9.5 Forward Compatibility Strategy 
 
The protocol’s cryptographic architecture enables: 

●​ Hybrid signature models 
●​ Multi-algorithm wallets 
●​ Progressive deprecation of insecure schemes 
●​ Future integration of emerging PQC standards 

 
This ensures the chain remains secure across multiple technological eras. 

9.6 Comparative Cryptographic Positioning 
 

Feature Ethereum Solana eCurrency 

ECC-based Yes Yes Yes 

Native PQC No No Yes 

Multi-Signature Types Limited Limited Yes 

Cryptographic Agility No No Yes 

Soft-Fork Algorithm Addition No No Yes 

 
eCurrency positions itself as a post-quantum capable settlement layer, not merely a 
contemporary PoS network. 

9.7 Strategic Implications 
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Cryptographic fragility represents a systemic risk for long-lived digital assets. 
 
By embedding: 

●​ Multi-algorithm support 
●​ Lattice-based PQC 
●​ Soft-fork extensibility 

 
eCurrency shifts from reactive cryptography to proactive security engineering. 
 
This transforms the protocol into a forward-compatible cryptographic infrastructure rather than 
a fixed-primitive system vulnerable to future breakthroughs. 

Cryptographic Layer Summary 
 
The eCurrency cryptographic design achieves: 

●​ Native support for classical and post-quantum signatures 
●​ Gradual migration path toward quantum resistance 
●​ Soft-fork based algorithm expansion 
●​ Long-term survivability against cryptanalytic advances 

 
The protocol is not locked to a single cryptographic assumption — it is architected for 
continuous evolution. 

10. Network Performance and Settlement Model 
eCurrency is engineered to provide high-throughput transaction processing while preserving 
deterministic stake-weighted security and validator accessibility. 

This section formalizes block timing, settlement interpretation, decentralization properties, and 
performance positioning. 

10.1 Block Interval and Throughput 

The protocol targets a fixed block interval of: 

10 \text{ seconds} 

Block constraints: 

●​ Maximum size: 8 MB 
●​ Maximum transactions per block: 65,535 

Under full utilization: 

\approx 400,000 \text{ transactions per minute (theoretical)} 

Throughput scales linearly with: 

●​ Block size 
●​ Transaction density 
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●​ Network propagation conditions 

Unlike high-performance chains that require specialized hardware clusters, eCurrency achieves 
throughput while maintaining moderate validator requirements. 

10.2 Settlement Interpretation Under Stake-Weighted Security 

eCurrency does not rely on probabilistic hash competition for finality. 

Instead, settlement confidence increases with cumulative validated stake weight and 
depth-based reorganization penalties. 

For a transaction included at block height h, settlement strength grows as: 

W_{confirmed}(N) = \sum_{k=1}^{N} W_{block}(h+k) 

Where N is the number of subsequent blocks. 

To reorganize N blocks, an adversary must satisfy: 

W_{alt}(N) \ge P(N) \cdot W_{canonical}(N) 

Where P(N) is the depth-based penalty multiplier defined in Section 5. 

Practical Interpretation 
 

●​ 1 confirmation provides rapid UX acknowledgment. 
●​ Short settlement windows provide meaningful economic weight accumulation. 
●​ Deep reorganizations require multiplicative economic dominance. 

Security therefore scales with economic cost, not confirmation count alone. 

10.3 Deterministic Fork Resolution vs Finality Gadgets 

Some PoS systems employ additional finality layers (e.g., voting checkpoints or BFT overlays). 

eCurrency intentionally avoids additional consensus layers. 

Consensus is defined by: 

●​ Maximum cumulative stake weight 
●​ Depth-based reorganization penalty 
●​ Deterministic fork-choice rule 

This eliminates: 

●​ Additional voting rounds 
●​ Checkpoint coordination 
●​ Finality gadget complexity 

The system remains structurally simple while maintaining economic security. 
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10.4 Decentralization vs Hardware Escalation 

High-throughput systems often trade validator accessibility for performance. 

eCurrency balances throughput and decentralization by: 

●​ Avoiding global VM execution 
●​ Avoiding enterprise-grade infrastructure requirements 
●​ Maintaining moderate verification cost 
●​ Using deterministic validation instead of computational races 

Validator participation remains economically and technically accessible. 

10.5 Adaptive Fee Mechanism and Block Elasticity 

Spam resistance and throughput elasticity are governed by the consensus-level adaptive 
minimum fee mechanism (Section 4.9). 

For each block: 

If block size decreases: 

F_{min}(n) = 0.9 \cdot F_{min}(n-1) 

If block size increases: 

F_{min}(n) = F_{min}(n-1) \cdot \frac{S_n}{S_{n-1}} 

Each block may include at most one transaction below F_{min}. 

This ensures: 

●​ Rapid spam escalation becomes economically expensive 
●​ Sustained organic growth remains feasible 
●​ Block expansion is economically bounded rather than mechanically capped 

Combined with reward smoothing, congestion directly increases validator incentives, making 
abuse self-limiting. 

10.6 Compatibility with Payment Channels 

The UTXO architecture enables compatibility with Lightning-style payment channels. 

Properties: 

●​ Off-chain channel construction 
●​ Instant bilateral settlement 
●​ Minimal on-chain footprint 
●​ Deterministic base-layer validation 
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Base-layer security remains stake-weight dominant, while payment channels enable instant 
retail-level interaction. 

10.7 Performance Positioning 

Feature Ethereum Solana eCurrency 

Block Time ~12 sec ~0.4 sec 10 sec 

Ledger Model Account Account UTXO 

Execution Model Global VM Global VM Deterministic validation 

Fork Resolution LMD-GHOST + Finality Tower BFT Maximum Stake Weight 

Inflation Required Yes Yes No 

Fee Model Gas auction Fee-based Adaptive 
Consensus-Level 

PQC Support No No Yes 

Validator Hardware Moderate High Moderate 

 

eCurrency occupies a structurally balanced position: 

●​ Faster than legacy PoW 
●​ Simpler than multi-layer finality systems 
●​ More decentralized than hardware-escalated chains 
●​ Economically sustainable without inflation 

10.8 Design Philosophy 

eCurrency prioritizes: 

●​ Deterministic economic security 
●​ Liquidity-preserving staking 
●​ Long-term decentralization 
●​ Elastic throughput 
●​ Cryptographic resilience 
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Rather than maximizing raw throughput at the expense of validator concentration, the protocol 
balances performance, accessibility, and economic sustainability. 

11. Roadmap and Long-Term Protocol Evolution 
 
eCurrency is architected as a long-term settlement and asset infrastructure. Its development 
roadmap follows a phased, protocol-driven evolution rather than feature accumulation. 
 
The network has already completed its foundational architectural transformation. Future 
phases focus on ecosystem expansion, scalability research, and governance maturation. 

11.1 Phase I — Genesis and Foundational Deployment (Completed) 

●​ 2018: Genesis block creation 
●​ Fixed supply established: 333,333,333 ECR 
●​ Initial Proof-of-Work operation 
●​ Community formation and research phase 

 
This phase validated: 

●​ Network operability 
●​ UTXO-based infrastructure stability 
●​ Supply integrity 

11.2 Phase II — Proof-of-Stake and Post-Quantum Upgrade (Completed) 
 
The network transitioned to: 

●​ UTXO-native stake-proportional consensus 
●​ 10-second deterministic block intervals 
●​ High-capacity 8 MB block architecture 
●​ Deterministic RewardFund redistribution mechanism 
●​ Multi-signature cryptographic framework (ECDSA, Schnorr, CRYSTALS-Dilithium) 
●​ Native NIST-standardized CRYSTALS-Dilithium post-quantum integration 
●​ Fixed-supply, zero-inflation economic security model 

This phase established eCurrency as: 

●​ Energy-efficient 
●​ Cryptographically agile 
●​ Validator-accessible 
●​ Fixed-supply 

 
The core protocol architecture is now stable and production-ready. 

11.3 Phase III — Ecosystem Expansion and Developer Enablement 
(Active) 

Current development priorities include: 
 
Wallet Infrastructure 
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●​ Desktop wallet improvements 
●​ Mobile wallet development 
●​ Multi-algorithm key management 
●​ Post-quantum address UX optimization 

 
Developer Tooling 

●​ Enhanced documentation 
●​ RPC interface refinement 
●​ SDK development 
●​ Asset-layer integration libraries 

 
Exchange and Liquidity Expansion 

●​ Broader exchange listings 
●​ Market-making partnerships 
●​ Cross-chain bridge exploration 

 
Tokenization Layer Expansion 

●​ Standardized asset formats 
●​ Stablecoin issuance frameworks 
●​ TXO-based DEX primitives 
●​ Off-chain contract interpretation tooling 

11.4 Phase IV — Scalability and Layered Architecture (Research Track) 

Long-term research directions include: 
 
Layer-2 Solutions 

●​ Payment channel expansion 
●​ State-channel research 
●​ Off-chain computation anchoring 

 
Sharding and Horizontal Scaling 

●​ Parallel UTXO partitioning research 
●​ Cross-shard asset movement 
●​ Deterministic shard coordination 

 
Decentralized Governance Models 

●​ On-chain signaling 
●​ Non-custodial governance participation 
●​ Parameter adjustment via soft-fork voting 

 
Interoperability 

●​ Cross-chain verification 
●​ Atomic swap infrastructure 
●​ Settlement-layer positioning 

11.5 Protocol Evolution Philosophy 
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eCurrency evolves under the principle of: 
 
Minimal surface expansion, maximal architectural robustness. 
 
Key characteristics of protocol governance: 

●​ Soft-fork extensibility 
●​ Backward compatibility preference 
●​ Cryptographic agility 
●​ Stability-first upgrades 

 
The protocol does not pursue rapid experimental complexity at the expense of stability. 
Instead, it prioritizes: 

●​ Long-term survivability 
●​ Predictable rule evolution 
●​ Economic sustainability 
●​ Validator accessibility 

11.6 Long-Term Positioning 

eCurrency aims to position itself as: 

●​ A fixed-supply digital settlement layer 
●​ A post-quantum resilient blockchain 
●​ A high-throughput payment network 
●​ A lightweight asset issuance platform 
●​ A validator-accessible Proof-of-Stake infrastructure 

 
It does not attempt to replicate high-complexity global execution environments. Instead, it 
emphasizes: 

●​ Deterministic asset transfer 
●​ Structural scalability 
●​ Cryptographic adaptability 
●​ Economic sustainability 

Strategic Summary 
The protocol roadmap reflects a transition from experimental network to long-term 
infrastructure. 
 
Completed phases established: 

●​ Consensus stability 
●​ Economic sustainability 
●​ Post-quantum readiness 

 
Active and future phases focus on: 

●​ Ecosystem growth 
●​ Developer accessibility 
●​ Scalable asset layers 
●​ Interoperable settlement positioning 
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12. Conclusion 
eCurrency represents a deliberate architectural evolution in blockchain design. 
 
Rather than optimizing isolated parameters — throughput, token programmability, or validator 
yield — the protocol addresses structural limitations present in contemporary PoS systems. 
 
eCurrency integrates: 

●​ UTXO-native Proof-of-Stake 
●​ Non-locking, liquidity-preserving validator participation 
●​ Deterministic reward smoothing 
●​ Fixed-supply economic security 
●​ TXO-native asset issuance 
●​ Native post-quantum cryptography 
●​ Soft-fork cryptographic extensibility 

 
This combination forms a cohesive system designed for long-term sustainability rather than 
short-term experimentation. 
 
Where many networks optimize performance at the cost of decentralization, eCurrency 
preserves validator accessibility. 
 
Where others rely on inflation for security, eCurrency operates without supply dilution. 
 
Where most chains assume static cryptography, eCurrency embeds cryptographic agility. 
 
Where account-based systems accumulate global state, eCurrency leverages atomic UTXO 
semantics. 
 
The protocol does not attempt to replicate virtual machine ecosystems. Instead, it focuses on 
deterministic asset settlement, economic stability, and architectural longevity. 
 
eCurrency is positioned not as a competitor in short-term performance metrics, but as a 
resilient settlement layer engineered for decades of operation. 

13. Enhanced Protocol Feature Comparison 
 

Feature Ethereum Solana BSC eCurrency 

Ledger Model Account Account Account UTXO 

Stake Lock 
Required 

Yes Yes Yes No 

Slashing Yes Yes Limited No 

Inflationary 
Rewards 

Yes Yes Yes No 

Reward Smoothing No No No Yes 
(RewardFund/500) 
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Block Time ~12 sec ~0.4 sec ~3 sec 10 sec 

Maximum Supply No fixed cap No fixed cap No fixed cap Fixed 
(333,333,333 

ECR) 

Execution Model Global VM Global VM Global VM Deterministic 
validation (no VM) 

Gas-Based 
Execution 

Yes Yes Yes No 

Client-Side Smart 
Contracts 

No No No Yes 

Global State 
Growth 

High High High Lower 
(UTXO-based) 

Native 
Post-Quantum 
Support 

No No No Yes 
(CRYSTALS-Dilithi

um) 

Cryptographic 
Agility 

No No No Yes (soft-fork 
extensibility) 

Lightning 
Compatibility 

No No No Yes 

Validator 
Accessibility 

Moderate Limited (high 
hardware) 

Limited Higher 
(non-locking, 

moderate 
requirements) 

Economic Model Inflation + fees Inflation + fees Inflation + fees Fees + 
deterministic 
redistribution 

 
eCurrency occupies a unique position: 

●​ More decentralized than hardware-intensive chains 
●​ More economically sustainable than inflationary PoS 
●​ More cryptographically future-proof than classical ECC systems 
●​ More lightweight than VM-driven networks 

14. eCurrency as a Third-Generation PoS Architecture 
We can categorize blockchain evolution into three architectural generations: 
 
First Generation — Proof-of-Work 

●​ Energy-based security 
●​ Computational Sybil resistance 
●​ Fixed-supply scarcity 

 
Examples: Bitcoin, Litecoin 
 
Second Generation — Account-Based Proof-of-Stake 

●​ Bonded staking 
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●​ Slashing enforcement 
●​ Global execution environments 
●​ Inflationary security 

 
Examples: Ethereum, Solana, BSC 
 
Third Generation — UTXO-Native PoS with Cryptographic Agility 
 
eCurrency defines a third category characterized by: 

●​ Stake-proportional eligibility without capital lock 
●​ UTXO-based state fragmentation 
●​ Deterministic reward equalization 
●​ Fixed-supply security 
●​ Post-quantum readiness 
●​ Soft-fork cryptographic extensibility 

 
This generation preserves the scarcity principles of first-generation systems while integrating 
the energy efficiency of second-generation PoS — without inheriting inflationary or 
global-execution overhead. 
 
In this framework, eCurrency is not an incremental fork but an architectural synthesis. 
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